Environmental Charter Schools
Google Apps for Education and Student Emails Policy

This year your ECS will provide students access to Google Apps for Education. Apps for Education includes web
based programs providing email, word processing, spreadsheet, presentation, conferencing, calendaring and
collaboration tools for ECS students and teachers. This service is available through an agreement between Google
and ECS.

Apps for Education runs on an Internet domain purchased and owned by ECS and is intended for educational use
only. This policy describes the responsibilities of the school, students and parents in using Apps for Education on
the school domain.

Child Internet Protection Act (CIPA)

ECS is required by CIPA to have technology measures and policies in place which protect students from harmful
materials including obscene and pornographic materials. This means student email is filtered. Mail containing
harmful content from inappropriate sites will be blocked.

--CIPA - http://fcc.gov/cgb/consumerfacts/cipa.html

Children’s Online Privacy Protection Act (COPPA)

COPPA applies to commercial companies and limits their ability to collect personal information from children under
13. By default, Google advertising is turned off for Apps for Education users. No personal student information is
collected for commercial purposes. This permission form allows the school to act as an agent for parents in the
collection of information within the school context. The school’s use of student information is solely for education
PUrposes.

--COPPA - http://www.ftc.gov/privacy/coppafags.shtm

Family Educational Rights and Privacy Act (FERPA)

FERPA protects the privacy of student education records and gives parents rights to review student records. Under

FERPA, schools may disclose directory information (name, phone, address, grade level, etc...) but parents may

request the school not disclose this information. Use the check box at the end of this form if you prefer not to

disclose your student’s information.

* The School will not publish confidential education records (grades, student ID #, etc...) for public viewing on
the Internet.

* The School may publish student work and photos for public viewing but will not publish student last names or
other personally identifiable information.

* Parents may request photos, names and general directory information about their children not be published.

* Parents have the right at any time to investigate the contents of their student’s email account and Apps for
Education files.

--FERPA - http://www?2.ed.gov/policy/gen/guid/fpco/ferpa

ECS Apps for Education is available at school and at home via the web. Even though email from known
inappropriate sites is blocked, there is always a chance students will be exposed to inappropriate content. School
staff will monitor student use of Apps when students are at school. Parents are responsible for monitoring their
child’s use of Apps when accessing programs from home. Students are responsible for their own behavior at all
times.



Email is considered an official method of communication. Official email communications are intended to meet the
academic and administrative needs of ECS. All student Electronic Mail (email) accounts are property of the
Environmental Charter Schools.

The student will be removed from the system after graduation, leaving ECS, or for infractions outlined below.

* The primary purpose of the student electronic mail system is for students to communicate with school staff, outside resources related
school assignments, and fellow students to collaborate on school activities. Account user names and passwords will be provided to
parents so those parents can monitor the account and communicate with teachers. Use of the ECS's email system is a privilege.

* Use of the email system will align with the school's code of conduct and the code will be used for discipline purposes. Students are
responsible for messages sent from their accounts. Students should not share their passwords.

* The email system shall not be used to create any offensive or disruptive messages. Such messages include, but are not limited to,
sexual innuendos, racial slurs, gender-specific comments, or comments that offensively address someone’s age, sexual orientation,
religious beliefs, political beliefs, national origin, disability or chain letters.

e Students will report any unusual activities such as "spam" communications, obscene email, attempts by adults to lure them into
dangerous behaviors, and the like to the school's technology contact for action. Students should not forward chain letters, jokes, or
graphics files.

»  Students will not send personal information about themselves or others, including but not limited to, home or school address, phone or
credit card numbers or other personally identifiable information.

* Electronic mail sent or received is not confidential. ECS reserves the right to retrieve the contents of user mailboxes for legitimate
reasons, such as to find lost messages, to conduct internal investigations, to comply with investigations of wrongful acts or to recover
from system failure.

*  Students cannot deliberately alter or attempt to conceal their true return email address, or the origination location of the message.

* System administrators may create filters to scan for and eliminate viruses and large graphic files that are unrelated to the school
district’s operation.

»  Students are prohibited from upload, download, transmit to another computer, print a hard copy or any way infringe upon the exclusive
rights of reproduction, distribution, adaptation, public performance and public display of an on-line or off-line copyrighted work.

* Users are expected to delete all unwanted email from their Trash and Sent folders on a regular basis.
*  The email system cannot be used to operate a personal business. The account may be revoked if used inappropriately.
*  When issues arise, school administrators will deal directly with the student and/or parents/guardians. Improper use of the system will

result in discipline and possible revocation of the student email account. lIllegal activities on the system will be referred to law
enforcement authorities for appropriate legal action.

Student: | have read and agree to follow ECS Electronic Mail Policy. | understand that any violation of the procedures may result in the loss of
technology privileges for the remainder of the year. Additional consequences may be determined and carried out by the administration.

Student Signature: Date:

Parent/Guardian: | have read the ECS Electronic Mail Policy. | understand the access is for educational purposes, and the ECS system has
taken precautions to blocking inappropriate contents from students. However, | recognize that it is impossible to restrict access to all
inappropriate materials. | will not hold ECS, or any staff member, responsible for materials acquired through email. | hereby give permission
for my child to be given the privilege of email access.

Parent/Guardian Signature: Date:




